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Data Classification and Protection Policy
Sensitivity levels and proportionate controls
Portfolio work sample. A sanitized data classification and protection policy representative of work I delivered as Head of Information Security and Records Management and as a statutory APAC Data Protection Officer at a global bank. It shows how I map four sensitivity levels to proportionate, GDPR/FADP-aligned controls.
About this sample
	Field
	Value

	Author
	Bernard Millet

	Artefact
	Data classification and protection policy (work sample)

	Data domain
	Data Security and Protection

	Context
	Global bank. Group Finance and APAC (anonymized)

	My role
	Head of Information Security and Records Mgmt; statutory APAC DPO

	Status
	Sanitized portfolio sample, not a client document

	Classification
	Public (sanitized)


Confidentiality note: this is a sanitized work sample authored by Bernard Millet. All client-specific data, names and identifiers have been removed; it is representative of approach and craft, not a client deliverable.
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1. Purpose
This policy defines how the organization classifies data by sensitivity and applies proportionate protection controls across its lifecycle, supporting confidentiality, integrity, availability and regulatory obligations (including GDPR and Swiss FADP where personal data is involved).
2. Classification levels
All data must be assigned one of the following classifications by its Data Owner. When in doubt, the higher classification applies.
	Level
	Definition
	Examples

	Public
	Approved for public release; no harm if disclosed.
	Published marketing, public reports

	Internal
	Default for business data; limited to the organisation.
	Internal procedures, aggregated metrics

	Confidential
	Sensitive; disclosure causes material harm. Includes most PII.
	Customer PII, contracts, financials

	Restricted
	Highly sensitive; disclosure causes severe harm; legal limits.
	Special-category PII, credentials, audit logs


3. Protection controls by classification
Minimum controls increase with sensitivity. Controls are cumulative: each level inherits the controls of those below it.
	Control
	Internal
	Confidential
	Restricted

	Access model
	Role-based
	Least-privilege + owner approval
	Least-privilege + MFA + named approval

	Encryption at rest
	Recommended
	Required
	Required

	Encryption in transit
	Required
	Required
	Required

	Masking / anonymisation
	Optional
	In non-prod environments
	Non-prod + on display where feasible

	Access logging and review
	Periodic
	Quarterly review
	Continuous logging + quarterly review

	Retention and disposal
	Per schedule
	Per schedule + secure deletion
	Per schedule + certified destruction


4. Personal data (privacy)
1. Personal data is classified at least Confidential; special-category data is Restricted.
1. Processing must have a lawful basis and be limited to the stated purpose (data minimisation).
1. Data-subject requests (access, rectification, erasure) are handled within statutory timeframes.
1. Privacy-by-design: assess data protection impact before launching new processing.
5. Roles
Data Owners assign classification and approve access. Data Custodians (IT) implement technical controls. The Data Protection Officer advises on personal-data obligations. All users handle data per its classification.
6. Access control
Access is governed by the role-based access control (RBAC) matrix maintained alongside this policy ('Access Control Matrix'), reviewed quarterly. Joiners, movers and leavers trigger access re-evaluation.
7. Incident response
Suspected breaches must be reported immediately to the Information Security team. Breaches involving personal data are assessed for regulator and data-subject notification within statutory deadlines (e.g. 72 hours under GDPR).
8. Compliance and review
Compliance is mandatory and audited. This policy is reviewed annually or upon material regulatory or technology change.
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